IT Security Policies and Procedures

Security  Alertness

Information Disclosure in Social Settings-All TCC247.com employees are cautioned against disclosing information accidentally while non-organizational employees are present. Information overheard by others can lead to the loss of competitive advantage or harm to other TCC247’s’s interests.

o Employees should take care when discussing sensitive information when others are present and may overhear the discussions. 

o When talking on a phone when in a public place (a payphone or cell phone)

o When eating in public places, avoid discussing organization’s sensitive information 

o When leaving voicemails for others containing sensitive information, do not leave messages on computer systems where others may play the messages back 

o Avoid discussing sensitive information when the other end of the conversation is using a speakerphone and you are not sure who else may be in the room.

o Do not fax sensitive information unless you are sure the receiving fax machine is under the control of the intended party.

Personal Practices

System Administration and Applications- Application developers and operators will not have access to the underlying operating system (as administrators or with root access).

Sensitive information-Access to sensitive information must be supported by business justification and specified in employee's job description.

Terminations –Terminations will now be processed thru IT no dues form which will assure that terminated employee does not carry any important information and all his ids and passwords are disabled and changed respectively.

HR Manager is responsible for ensuring that all property, including all computer equipment, in the custody of the employee, is returned to TCC247.com.

The user's manager notifies Human Resources when an employee or consultant is being involuntarily terminated.
Human Resources will then notify Information Technology who will implement procedures for involuntarily termination. IT will notify 

the administrators on the appropriate systems, via telephone or pager, to remove the terminated employee's user ID(s). All user ID(s) will be removed prior to employee notification.

Computer Use Polices

The computer and telecommunications systems belonging to TCC247’S and access to this equipment is provided as a tool to support TCC247’S business purposes. TCC247’S equipment may be used for business, business related, and employee personal use if personal use is of an incidental nature and does not interfere with business activities. Usage and access to corporate resources will be granted on an as 

needed basis. Only management approved technologies shall be used.

Newsgroups, Chat Rooms, External Logins 
The use of newsgroups, chat rooms and external logins is permitted under the following circumstances: 

o Any use of the Internet from TCC247’S network is easily traceable to TCC247’S and therefore these activities must be conducted with the reputation of 

TCC247’S in mind. 

o Employees must exercise the same care in communicating in chat groups, and posting items to newsgroups as they would for any other written communication that bears TCC247’S logo. 

 o Any statements or comments posted to newsgroups and the like that are not official TCC247’S statements must bear a disclaimer such as "These statements are solely my opinion, and do not necessarily reflect the views of my employer."

Waiver of Privacy 

Users of TCC247’S facilities waive all rights to privacy in anything they create, store, send, or receive on TCC247’S computers or through TCC247’S connections to the Internet. All information, including e-mail messages and files, that is created, sent or retrieved over TCC247’S's technical/communication resources is the property of TCC247’S, and should not be considered private or confidential. 

• You have no right to privacy as to any information or file transmitted or stored through TCC247’S's computer, voice-mail, e-mail, or telephone systems. 

• Any electronically stored information that you create, send to, or receive from others may be retrieved and reviewed when doing so serves the legitimate business interests and obligations of TCC247’S. You should also be aware that, even when a file or message is erased or a visit to the Internet or Web site is closed, it is still possible to recreate the message or locate the Web site. 

 

• TCC247’S reserves the right to monitor any and all aspects of its computer system and network to ensure compliance with TCC247’S policies. Monitoring includes, but is not limited to, tracking the sites that users visit on the Internet, monitoring chat , groups and newsgroups, and reviewing material downloaded or uploaded. 

• E-mail may be subject to archival policies and as such, could be subject to the same scrutiny normally afforded to paper files and documents. TCC247’S reserves the right to access these systems without notice. Users should not assume that any information, including messages or data that are "deleted" are private.

Use of Privileged Accounts 

Users who have privileged accounts in addition to normal user accounts must use their normal accounts for day-to-day business. They should only use their privileged accounts when 
privileges are required. Users who only have privileged accounts must be extra dilligent in protecting their logon credentials. 

• The use of privileged system accounts should be restricted to only when they are absolutely needed to perform system functions. If possible, users should log on to their personnel accounts, and then change to the privileged system

Portable Computers 

Wireless communications 

This policy prohibits access to TCC247’S networks via unsecured wireless communication mechanisms. Only wireless systems that meet the criteria of this policy or have been granted an exclusive waiver by IT department are approved for connectivity to TCC247’S networks. 

 

• This policy covers all wireless data communication devices (e.g., personal computers, PDAs, etc.) connected to any of TCC247’S's internal networks. This includes any form of wireless communication device capable of transmitting packet data. Wireless devices and/or networks without any connectivity to TCC247’S's networks do not fall under the purview of this policy. 

• No individual or department may connect any wireless device 
to TCC247’S's network without written approval of the IT department manager. All configuration options must be confirmed, by the IT department. 

• Computer Lockdown
All user computers must be locked down when not in use. 

• It is forbidden to ever disable the automatic "on resume, password protect" on the screen saver options. The timeout must never be more than 15 minutes. 

• When leaving for any extended time (meeting, lunch break, end of work day), the computer must be manually locked.

Computer Tampering 

It is forbidden to ever insert or connect any floppy, CD, DVD, USB/ Firewall device or any other media or device into any computer without prior approval. 

• Never download any or attempt to install any software unless given prior approval. 

• It is forbidden to use computer resources in any manner that has not been approved by IT management.

